UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO HUNG YEN DPgc 1ap - Tw do - Hanh phtc
S6: 1290/UBND-VHTT TP. Hung Yén, ngay 08 thang 7 nam 2024
V/v huéng dan mot so giai phap tang
cuong bao dam an toan
hé thdng théng tin

Kinh gui:
- Cac phong, ban, don vi cua thanh phé;
- Uy ban nhan dan cic phuong, Xa.

Cin ¢ Cong vin sb 886/STTTT-BCVTCNTT ngay 01/7/2024 cia So
Théng tin va Truyén thdng tinh Hung Yén vé viéc huéng dan mot sé giai phéap
tang cuong bao dam an toan hé thong théng tin. Theo théng bao cua S¢ Thong
tin va Truyén thong. Tir ddu ndm 2024 dén nay da xay ra mot s6 sy ¢ an toan
thdng tin mang, dic biét 1a sy ¢b tin cong ma doc ma hda téng tién (ransomware),
gay thiét hai va 1am gian doan dich vu truc tuyén cua cac co quan, to chuc,
doanh nghiép. Nguyén nhan chu yéu 1a do chwa tuan thu va trién khai day dua cac
quy dinh bao dam an toan thong tin mang.

Pé dam bao an toan thdng tin cho hé thdng théng tin ding chung caa tinh
Va cua co quan, don vi trén dia ban thanh phd, gop phan bao dam cho khong
gian mang Viét Nam. UBND thanh phd, yéu cau céc phong chuyén mén; UBND
cac phuong x4 thuc hién theo hudéng dan trién khai 06 giai phap trong tim nhur sau:

1. binh ky thuc hién sao luu dit liéu ngoai tuyén “offline”. Vi chién luoc
sao luu dit liéu theo nguyén tic 3-2-1: ¢6 it nhat 03 ban sao dit liéu, trit ban sao
trén 02 phuong tién luu trit khac nhau, véi 01 ban sao luu ngoai tuyén “offline”
(str dung tape/USB/6 cimg di dong,...). Dit liéu sao luu offline phai dugc tach
biét hoan toan, khdng két néi mang, cd lap dé phong chdng tan cong leo thang
vao hé thng luu trix.

2. Trién khai giai phap dé san sang phuc hoi nhanh hoat dong caa hé théng
thong tin khi gap su ¢, dua hoat dong cua hé théng thdng tin tré lai binh thuong
trong vong 24 tiéng hozc theo yéu cau nghiép vu.

3. Trién khai cac giai phap, dic biét 1a giai phap giam sét an toan théng tin,
dé ngan ngira, kip thoi phat hién sém nguy co tan cdng mang dbi véi ca 3 giai
doan: (1) xam nhap vao hé théng; (2) nam gian diép trong hé thdng; (3) khai tao
qué trinh pha hoai hé thng.

4. Phan tach, kiém soat truy cap giita c4c ving mang va chuyén doi, nang
cap céc ¢ng dung, giao thirc, két ndi lac hau, khong con dugc hd tro ki thuat
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sang phuong an st dung cac nén tang, tng dung dé giam nhiéu nguy co tan cong
mang leo thang.

5. Tang cuong giam sat, quan ly cac tai khoan quan trong, tai khoan quan
tri dé phong ngira, giam thiéu thiét hai trong trudng hop ké tan cong cé duoc tai
khoan quan tri.

6. Ra soat, khac phuc va khong dé xay ra cac 15i co ban dan dén mat an
toan hé théng thdng tin.

(Hwong dan chi tiét tai Phy luc kém theo Céng van sé 2517/BTTTT-CATTT)

Trong trudng hop can hudng dan, hd tro va diéu phdi xu ly, tng ctu sy
cb an toan thong tin mang, dé nghi lién hé vai Cuc An toan théng tin, Bo Thong
tin va Truyén thong qua cac dau moi:

- Trung tdm Ung ctu khan cap khong gian mang Viét nam (VNCERT/CC),
Cuc An toan thdng tin, Bo Thong tin va Truyén thong, dién thoai: 024.3640.4421
hoidc sb dién thoai tryc duong day nong ng ctu su cd 086.9100.317, thu dién tur:
ir@vncert.vn.

- Trung tm Giam sét an toan thdng gian mang quéc gia (NCSC), Cuc an
toan théng tin, Bd Thong tin va Truyén thong, dién thoai: 024.3209.1616 hoic
s6 dién thoai truc duong day ndng hd tro giam sat, canh bao sGm 038.9924.878
thu dién ta: ais@mic.gov.vn.

- Phong An toan hé théng thong tin, Cuc An toan théng tin, Bo thong tin
va Truyén théng, sb dién thoai 0869.100.319, thu dién tir athttt@mic.gov.vn dé
huéng dan tong thé viéc trién khai.

Vay, UBND thanh phd yéu cau cac don vi nghiém tic trién khai thyuc hién./»#

Noi nhén: TM. UY BAN NHAN DAN
- Nhu trén; ‘ KT. CHﬁ TICH

- S& Thong tin va Truyén thong tinh; PHO @M@ﬁﬂ@ﬁ;m THANH
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BUi Tuan Anh



		2024-07-08T09:06:16+0700


		2024-07-08T10:32:22-0700


		2024-07-08T11:33:30+0700


		2024-07-08T16:09:53+0700


		2024-07-08T16:09:53+0700


		2024-07-08T16:09:53+0700




